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Foreword

Going into the new decade, none of us could have foreseen the upheaval we 
would witness in the first few months of 2020. The COVID-19 pandemic is a 
cataclysmic event that has ground whole sectors of the global economy to a 
halt, cast tens of millions into unemployment and upended our daily lives. 
 
However, it has also accelerated the digital transformation of companies 
across the globe. As we look to protect our healthcare systems and vulnerable 
citizens from the devastating impact of the virus, face-to-face interactions are 
dwindling and more everyday activities are moving to digital channels. While 
there are some industries, such as travel, which have seen demand evaporate, 
others are grappling with huge increases in transactions. 
 
All this flux and chaos has created almost perfect working conditions for 
fraudsters, with fraud levels rising on the Arkose Labs network since the onset 
of the crisis. Organized fraud operations have been quick to mobilize, targeting 
spikes in digital activity. 
 
As businesses adjust to changing consumer behavior and fraud patterns, the 
conversation goes beyond protecting their own interests. The fraud fighting 
community needs to step up to protect individuals facing economic hardships 
from additional strain due to fraud and abuse, and help vulnerable new users 
safely navigate the world of digital commerce.
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As we look to protect our 
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The Q2 Arkose Labs Fraud and Abuse Report is based on actual user sessions and attack patterns that were analyzed by the Arkose 
Labs Fraud and Abuse Prevention Platform from January to March 2020. These sessions, spanning account registrations, logins and 
payments from financial services, ecommerce, travel, social media, gaming and entertainment, were analyzed in real time to provide 
insights into the evolving fraud and risk landscape. 
 
Unsophisticated bot attacks do not result in a user session and thus have not been included in this report. The report focuses on attacks 
from fraud outlets that combine state-of-the-art technology with stolen identity credentials and human e�orts. 
 
The attack patterns have been analyzed across parameters and closely investigate the mechanics of inauthentic attacks as they range 
from automated bots to human or ‘sweatshop’ driven attacks. These attacks focus on defrauding the businesses and their users through 
fraudulent account registrations, account takeovers or payments using stolen credentials. 
 
Arkose Labs uses a bilateral approach that combines global telemetry with a patent-pending enforcement challenge to profile user activity 
in detail and act upon data in real time. This provides unique insights into attacker identification and classification, enabling the platform 
to deploy appropriate responses and countermeasures. Suspect sessions are identified when they show characteristics that have been 
classified as abusive or malicious by Arkose Labs, based on previous activity on other customers’ digital properties. 
 
While Arkose Labs supports multiple use cases across the customer journey, these have been broadly grouped under Account 
Registrations, Logins and Payments.
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Q1 Report: Emerging Fraud and Abuse Trends
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Changes to regional fraud hubs

2X attacks 
from Russia

20% rise in 
attacks levels from United States

3.5x attacks 
from Peru

Brazil now in the top 5 
attacking countries

Global rise in attacks due to COVID-19

445 million 
attacks detected in Q1

44% increase in total 
number of attacks

Increased attack rates across use cases

49% rise in 
payment attack rate

18% rise in 
new account fraud

17% increase in 
account takeover 
attempts
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COVID-19: A Catalyst for Fraud
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Global 
Trends

Traditionally, Q1 is a slightly calmer period for fraud, following the digital boom of the holiday period in Q4. 
However, COVID-19 is upending seasonal norms. The Arkose Labs network saw the highest attack rate 
ever detected in a quarter, with 26.5% of all transactions being fraud and abuse attempts.  
 
This was due to a sharp rise in fraud attempts at the end of the quarter, fueled by automated attacks, which 
can be scaled up rapidly. The data predicts that this trend will continue well into Q2.
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Q1 Attacks On The Arkose Labs Network
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Escalating Attacks Across Industries

Retail & Travel

Finance & Fintech Social Media

23% rise in attack rate on gaming. 
Due to increased tra�ic, this industry is emerging 
as a top target in the new COVID reality. This is 
primarily driven by automated attacks.

Consistent attack rate for finance 
& fintech. Financial services saw the least variation 
in attack rate compared to the previous quarter.

27% of social transactions are attacks. 
One in four transactions on social media 
are attacks.

16% increase in attack rate on technology 
platforms. As personal and professional 
collaboration and communication moves 
online, attacks on tech platforms have risen.

Gaming Technology Platforms

2X attack rate for retail and travel. 
The attack rate has doubled from 13% of transactions to 26%. 
This is driven by attacks on ecommerce.



Polarizing E�ect of COVID-19 on Industries

COVID-19 is shaping up to be the next big impetus for digital transformation across industries.  Widespread lockdowns and social 
distancing have increased global reliance on the digital economy.   
 
Despite the overall rise in digital transactions, the impact across industries has been varied. Some sectors have seen a sharp increase 
in tra�ic and others have seen demand completely disappear. In the middle of the spectrum are the businesses that are having to 
quickly pivot to move revenue-generating activity online.
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